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Introduction

Drug trafficking activity and terrorism activity have much in common.  Both drugs and terrorism have strong national security and law enforcement components, they have military components, border control components, economic and trade components, medical components, and agricultural components.  Today there are some 50 federal agencies with some degree of counterdrug responsibilities and at least 12 federal agencies with important counterterrorism responsibilities.  This paper examines one model for unifying them under an executive branch, White House director’s office, as outlined below.

Drug trafficking and terrorism are illegal clandestine activities with strong national security and law enforcement threat components and operational similarities.  Terrorists like drug traffickers, need weapons and engage in violence to achieve goals.  Terrorists, like drug traffickers, are often involved in hiding and laundering sources of funds.  Both terrorists and drug traffickers operate transnationally, and often get logistical and operational support from local ethnic satellite communities.  Both groups often rely on the criminal community for support: they may need smuggled weapons, forged documents and safe houses to operate effectively.  Finally, both groups need a steady cash flow to operate.  In the case of terrorists, where state sources of funding are rapidly diminishing, drug trafficking is an attractive funding option. Increasingly, terrorist organizations are looking to criminal activity and specifically the drug trade as a source of funding.  The FARC (Revolutionary Armed Forces, a guerilla force) in Colombia are but one of many cases in point.

Some experts have looked to the “drug czar” model in seeking to reform government structures to fight terrorism.  Counternarcotics efforts have forced local, state and federal agencies to build operable, cooperative, inter-agency relationships. The need to build and maximize similar relationships to deal with terrorism exists and some have suggested that the “Drug Czar” [White House Office of National Drug Control Policy (ONDCP)] model may have applicability to the counterterrorism arena. Legislation is currently before Congress on this issue [H.R. 4210].  It appears that the bill will not be enacted this year but will likely be reintroduced next term.

Another structural option might require that federal departments and agencies make their counterterrorism capabilities available for the efforts of the terrorism director.  Such a structure could be modeled after Goldwater Nichols Department of Defense Reorganization Act.  This was enacted to shape the individual military services into a more unified command structure. Under this model, the Terrorism Czar, like CINCS [the commanders of the joint unified combatant commands controlling the operating forces of all four services around the world outside of the United States] could exploit all agency counterterrorism assets on a day-to day basis, with individual federal departments and agencies tasked with developing the various counter-terrorism capabilities needed to deter, prevent, detect, and respond to terrorist activity.  A potential criticism is that military command and control may not be successfully employed in civilian agencies    

The Office of National Drug Control Policy, the so-called “drug czar’s” office, is a coordinating office in the Executive Office of the President established by Congress in 1988 by P.L. 100-690.  The office is charged with: (1) establishing policies, objectives, and priorities for the national drug control program; (2) promulgating a National Drug Control Strategy; (3) coordinating agency implementation of the strategy; and (4) developing [with the advice of the program managers of agencies] a consolidated national drug control budget proposal to implement the strategy which shall be transmitted to the President and Congress.  

The Office is unique in the federal bureaucracy in its merging of international and domestic responsibilities in bringing together the law enforcement, intelligence, foreign policy/national security policy, and domestic health communities–all of which are components of the counterterrorism community as well.   Although the office is a policy office without an operational mandate, it does provide policy direction to operations.  This is accomplished through the budget process in the form of planning guidance and recommendations on how to prepare for existing and emerging threats.  By exercising its budget process review role, ONDCP performs budgetary integration of the operational aspect of interdiction activities of such agencies as the Coast Guard, the Customs Service, and the Departments of Defense and State.  

P.L. 100-690 sets forth the structure of the Office and the positions requiring confirmation by Congress.  By law, the appropriations process sets full-time equivalent (FTE) staffing levels at 125 slots and the office must be periodically reauthorized.  Any additional FTE slot must be approved and funded by Congress.  However, ONDCP has the unique power of being able to demand drug control detailees from other agencies and even to require detailee transfer of drug control personnel between or among agencies.  This includes military detailees.   

The Director of the Office, though not a formal statutory voting member of the NSC, as the President’s key drug policy adviser, is the principal adviser to the NSC on national drug control policy [E.O. 12280].  The Director also chairs an interagency working group (IWG) on international counternarcotics policy charged with ensuring development and coordination of such policy.   Other agencies are required by law to provide ONDCP, upon the request of the Director, with such information as may be required for drug control and the Director of Central Intelligence is specifically required by law to render full assistance and support to ONDCP. 

The office develops four major documents: (1) a 10 year national Drug Control strategy supplemented by annual reports (updates); (2) an annual budget summary which includes pending budget requests and funding histories on an agency by agency basis; (3) a yearly Performance Measures of Effectiveness (PME) evaluation; and (4) a classified annex, which contains classified information on drug flow data, interdiction efforts, and emerging technologies.

The Director’s budget certification power–although often unpopular with individual agencies–wields considerable clout in terms of policy input and integration.  In preparing the National Strategy, ONDCP staff, in consultation with agency personnel who are often detailed to ONDCP, define the mission and the threat in terms of needs, goals and objectives.  Targets and measures of effectiveness [MOE’s] are established.  ONDCP annually provides agencies with policy initiatives, which reflect the goals and objectives of the strategy, which are presumably threat driven, and which ONDCP would like to see reflected in agency budgetary priorities.  Agencies respond with individual budget packages, which the Director may certify as adequate to accomplish the strategy’s goals and objectives.  If certified, the budget goes to the President. If decertified, the agency resubmits to ONDCP.  The process for resolution of disagreements usually involves the Office of Management and Budget (OMB), the White House Chief of Staff, and the Director.  If not resolved, a meeting with the President, the Agency Head, an OMB representative, and the Director is scheduled.  Reportedly, the last five meetings of this nature have been resolved in favor of ONDCP’s position.                                 

Supporters of the “drug czar” concept find favor in the current structure in that it permits the Director to serves as both a national and international Administration spokesperson on drug policy issues.  From the congressional viewpoint, an attractive component of the drug czar model is accountability to Congress.  Unlike the current counter terrorism policy/leadership structure under NSC direction, the Drug Czar is confirmed by Congress and testifies regularly before congressional committees.  Moreover, when Congress reauthorized ONDCP in 1988, it enacted specific targets that the drug strategy was required to meet.  Congress could consider setting targets for counterterrorism policy if it deemed this an effective approach.  For those who favor a centralized coordination/control drug policy model, the Drug Czar’s budget certification authority, an authority not shared by NSC staff, is seen as a favorable asset. A Director with a strong personality and strong backing from a President has been said to command the respect of a “500 pound gorilla” in the interagency community.    

Others, however, suggest that the effectiveness of the Drug Czar’s office in integrating the diverse and multifaceted federal counterdrug community has been mixed at best.  Also, in a “czar” type structure, perhaps more so than in other bureaucratic structures, changes in leadership could significantly impair or enhance the effectiveness of a national leadership effort.  Nevertheless, this area is one that might be further explored as Congress considers alternative approaches to dealing with terrorism.

Current Challenges for National Counterterrorism Efforts 

A number of substantial challenges lie ahead for the counterterrorism policy community.   The most prominent of these is the changing nature of the terrorism phenomenon.  In past years, when terrorism was largely the product of direct state sponsorship, policymakers were able to diminish prospects for the United States becoming a target using a combination of diplomatic and military instruments to deter potential state sponsors.  Today, however, many terrorist organizations and individuals appear to act independently from former and present state sponsors, shifting to other sources of support, including the development of transnational networks. 

Many terrorism experts have suggested a shift in the type of violence terrorists are willing to inflict.  Terrorism statistics indicate an overall reduction in the number of terrorism incidents per year, but an increase in the number of victims per incidents.  While the number of historical cases of terrorists using CBRN weaponry is low, this trend toward increasing violence and less state control may drive certain terrorist groups toward unconventional weapons.  On the other hand, the reduction in direct state support may decrease the terrorist’s ability to acquire or independently develop CBRN weapons. These shifts have produced a number of policy and program initiatives designed to better deter and prevent future acts of terrorism while also building a national capacity to effectively respond to terrorism incidents involving the full range of weapon types.  

A key challenge is working both at home and abroad to identify, track, and defeat terrorist groups before they undertake acts of violence against American citizens.  Preventing terrorism requires the use a wide array of tools for the purpose of disrupting their activities by removing the secrecy they operate require, eliminating sources of support, and prosecuting potential terrorists.  Vital to this are on-going threat assessments. Effective threat assessment is the need for abundant, timely and useable intelligence, about potential terrorist sponsors, perpetrators, activities and targets, as well as intelligence to guide our prevention and preparation activities and programs.  Despite the transnational nature of many terrorist groups, challenges to integrating foreign intelligence with domestic law enforcement information remains.   

Central to threat assessment is intelligence to help develop our own targets to deter or punish state sponsors.  In this regard, the development of long-term human source intelligence [HUMINT] is often cited as a vital component in building our ability to preempt attacks. Critical to threat assessment is the need to get smarter, not just in protecting against the threat from outsiders, but smarter about the threat posed by people with legitimate access.  This includes acts of carelessness by insiders.  A chain is only as strong as its weakest link.  We need to continue our efforts to enhance our vigilance to minimize any potential threats posed by third country nationals– for example, threats posed by outsiders working at U.S. embassies and military installations overseas.  

Critical to threat assessment is a better understanding of the countries and cultures where foreign terrorists are bred and operate.  This includes understanding the root causes of unrest that give rise to terrorism.  It is important to understand such factors when we plan how to combat terrorist groups on an operational level.  And it is important to understand such factors when planning to prevent or respond to specific terrorist attacks.   Just as there is an important role for research and development in combating drug abuse, the Terrorism Czar would have overall program responsibility for prioritizing and funding in this area.

Threat assessment is an ongoing evolving process.  As the threat changes, it may change slowly, but it may also change unexpectedly, radically, rapidly, and dramatically.  To meet changing or unanticipated threats, strategies and missions may need to change, and allocation of resources may need to shift as well.  Such circumstances require a certain fluidity of policy.  

Forward-looking planning, flexibility and periodic review thus become important policy components.  A community mindset that encourages challenging of policy coupled with practical exercises designed to test policy and policy assumptions may contribute to policy relevance.  

Some experts have suggested that designation of “no year” money (appropriated funds which remain in an agency’s kitty, even if unspent in the appropriated year) in an agency’s budget account and establishment of an interagency counterterrorism reserve contingency fund may be options, which warrant consideration. This allows for greater fiscal flexibility and funding for major contingencies such as the embassy bombings in East Africa.  Other experts are concerned over lack of accountability such a process may contain and the fact that money might be spent for purposes other than intended. 

Integration of programs designed to improve CBRN terrorism response capacities remains disjointed and uncoordinated.  While substantial progress has been made toward improving response capacity of CBRN terrorism incident, these efforts have been hampered by the lack of a coordinated national strategy for building response capacity.  Such a strategy should include continuous assessments of response capacity based on clearly defined measures of effectiveness for CBRN terrorism detection, assessment, and response capabilities and corresponding operational capability objectives.  Based on such an on-going assessment, budgetary and programmatic priorities can be adjusted to resolve deficiencies and eliminate gaps in capabilities.  As of today, there is no comprehensive budgetary process for determining counterterrorism spending that integrates current threat assessments and assessments of domestic response capabilities.  In fact, it is nearly impossible to comprehensively list all government spending related to counter terrorism.

A continuing need is seen to sustain a credible deterrent against potential state sponsors, but also important, appears to be the need to develop and sustain an increasingly proactive deterrent against terrorist groups and individuals operating independently. Involved is not only deterrence by punishment but also deterrence by denial.  Moreover, developing deterrents against independent groups may diminish the probability of use of weapons of mass destruction by terrorists.  Deterring potential CBRN terrorists requires close integration of various policy tools including intelligence, diplomacy, law enforcement, homeland defense capabilities, and military instruments.   

One of the most important challenges facing the counterterrorism policy community is to ensure that our anti-terrorism efforts are fully coordinated.  When push comes to shove, agencies still do an awful lot of "ad hocing".  As the Oklahoma City and USS Cole bombings illustrate, - terrorism is not limited to those areas where we are prepared for it. 

Some have suggested that policy planners need to incorporate factors relating to the impact of terrorist incidents or campaigns, not only into the domestic policy equation, but also into the foreign and defense policy equations. Some view mechanisms similar to the Defense Department’s [DoD’s] "Quadrennial Defense Review “ as providing possible vehicles for organizing, funding, and training for antiterrorism and counter-terrorism related missions.   They believe that potential contributions from such institutions as our nation’s nuclear weapons laboratories to terrorism threat analysis might be more fully explored. 

As we move into the first decade of the new millennium, terrorism may receive increased attention in the foreign policy, national defense, and law enforcement communities. As we assess and formulate our international and national commitments, policymakers are likely to consider possible impacts of terrorism on those commitments and on public and political support vital to those commitments.  The challenges facing us in assessing threats, allocating resources, and insuring an effective congressional role in counterterrorism policy are complex.  But inherent in challenges are opportunities to bring together the diverse elements of the counterterrorism community to share information, experiences, ideas, and creative suggestions about how to effectively deal with this growing national security, law enforcement, and public policy concern.  


Is Appointing a Terrorism Czar the Solution?

While the drug czar strategy appears successful at meshing interagency cooperation, executive branch attention, and congressional oversight/ budgeting, has it met with outcomes to inspire confidence?  Have we closed off our borders to drug smuggling?  What implications might this have for narcoterrorists or others who may wish to import a Weapon of Mass Destruction (WMD) into our country?  Has the Drug Czar impacted home-grown/manufactured drugs?  What might that tell us about domestic terrorism?  Do we need special viligence or programs to combat biological terrorism specifically?

While there is sure to be debate regarding the answers to these questions, most can agree that drugs remain available and an important reason for our jails to be crowded.  What can we learn from this?  Criminals respond to technology by using any means at their disposal, ranging from low tech “mules” which sacrifice one, knowing that 9 others will get through, to a recent report of a submarine being built in Columbia that was more sophisticated than anything the government, there, could design!  Biological terrorism, known as the poor man’s nuclear weapon, could fit this profile.  While our customs agents have dogs and other technology to search for drugs, would they detect Anthrax powder?  Does one doubt that terrorists or narcoterrorists could be motivated to carry out such a mission?

Greed and corruption know no political ideologies.   Just as drug cartels have penetrated foreign governments and corrupted officials worldwide, could well-financed terrorists to some degree do the same?   It would be naive to think that officials or lower level government personnel in Colombia, who may be corrupt, only sell advance information about government operations against drug cartel activity while not selling information about operations against terrorist groups.   Policies are bound to fail if they do not take into account [or ignore] important social forces. 

Many parallels exist between drug trafficking activity and terrorism.  Important lessons for the counterterrorism community may lie in the Government’s response to the drug trade and the way the government is organizationally structured to respond to the activities of drug trafficking organizations.   Arguably, benefits of a Terrorism Czar would include better command, control, and coordination of policy and its funding and implementation (overall program responsibility).  But enhanced effectiveness will not come from organizational structure alone.  A Terrorism Czar must be sensitive to ever-changing social, religious, and political phenomena spanning the globe; must be proactive, not reactive; and must keep abreast of evolving or revolutionary new technologies.  The Terrorism Czar’s educational activities will have to match his or her policy recommendations to keep Congress, the Executive Branch, and the American people informed and prepared.  We recommend further consideration for such a model.
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