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Introduction.  Biological warfare involves the use of microorganisms (bacteria, viruses, or fungi) or toxins to produce death or disease in humans, animals, and plants.  This broad definition of biological warfare is in keeping with the essentially open-ended potential of such warfare with respect to target, timing, method of attack and agent employed.  While use of the term “warfare” implies use in war between nations, vulnerability studies demonstrated the potential devastating impact of biological weapons, should they be acquired and dispersed by terrorists.  

Concerned about the Tokyo sarin-gas attack and the bombings of the New York City World Trade Center and the Oklahoma City Federal Building, Senators Nunn, Lugar and Domenici prepared legislation that called for improvement in domestic preparedness against terrorist use of chemical, biological, nuclear and radiological weapons.  In support of this legislation, the U.S. Army Soldier and Biological Chemical Command initiated a Biological Warfare Improved Response Program to develop and to demonstrate improved concepts for responding to terrorist use of biological weapons against U.S. population centers.


To implement the program, a multi-agency, multi-disciplined team was formed to work through a series of realistic biological attack scenarios in order to converge on a practical system of response concepts.  Realism of the attack scenarios was addressed through analogy to past U.S. biological simulant field-tests and by employing experts from the past U.S. biological warfare program.  Practicality was achieved by including emergency responders, managers and health-care providers within the team.  This paper summarizes the insights gained with respect to the key variables of biological terrorism and the response concepts that were developed to deal with those variables.

Biological Terrorism Variables.
Biological Agents.  A key variable of biological warfare is the choice of agent.  The Centers for Disease Control and Prevention (CDC) list anthrax, tularemia, smallpox, plague, filoviruses, and botulism as agents of greatest concern.  Each of these agents was weaponized in state sponsored warfare programs with the possible exception of the filoviruses.  Other lists of possible agents are much longer.  The possibility of surprise- agents produced by terrorists or state-sponsored programs should not be discounted.


Considering the list of CDC agents as examples, what are the characteristics of these agents that would drive emergency preparedness concerns?  Anthrax and tularemia are examples of lethal diseases that require prompt treatment to reduce death.  In the case of tularemia, death can be greatly reduced if antibiotic treatment is initiated at the onset of symptoms.  Conversely, anthrax requires antibiotic treatment before the onset of symptoms in order to avoid death.  Thus, emergency response plans must include the ability to rapidly disburse pharmaceuticals to populations symptomatic or suspected of being exposed.  Both of these agents are non-contagious and, therefore, the spread of disease from one person to another would not be a key concern.


Smallpox and plague are examples of highly contagious diseases that can spread from one person to another through the aerosol route.  Patient isolation and immunization of family members and health care workers is a critical concern in responding to terrorist use of such agents.  Smallpox is a virus and like most viruses with today’s state of technology, is untreatable once symptoms appear even though it is a lethal disease.  Plague is also a highly lethal disease, but it is treatable before or at the onset of symptoms.

Other possible agents such as Venezuelan Equine Encephalitis (VEE) and the toxin SEB have a very low lethality although they produce severe illness.  VEE is a virus for which there is no treatment.  


In summary, biological agents can be characterized as lethal or non-lethal, treatable or non-treatable, and contagious or non-contagious.  These characteristics drive emergency preparedness with respect to availability and distribution of pharmaceuticals, isolation of victims, and plans for handling large numbers of diseased.  For all of these diseases there is the need to provide supportive care of the victims.  The diseases caused by known biological agents are severe – more intense and debilitating than the usual flu.

Routes of Infection.  The primary routes of infection for biological agents are through aerosol inhalation, ingestion and skin abrasions.  The aerosol route is of great concern because of the potential to infect large numbers of people such as in a subway or a sports arena.  The outside release of biological agent as a “line source” could potentially infect a large population center.  Contamination of food at a restaurant or food processing plant is another approach that was demonstrated in Oregon by the Rajneeshees in 1984.  


From a response perspective, the first indication that a biological event has occurred will probably be the presentation of sick people to clinics and emergency rooms regardless of the route of entry.  Most biological agents have an incubation period of one or more days before symptoms appear.  The route of entry is important to epidemiological investigation in order to identify the population at risk.  It is also important to criminal investigation in order to project backward in time to the release location and source.  

Aerosol Dissemination and Residual Hazard.  Biological agents may be dispersed as an aerosol using an explosive device such as a charge inside a container of liquid agent, a spray device for liquid or dry powder agent, or through natural dissemination such as the dispersion of a dry powder in a subway.  Dry powder agent is the easiest to release and can have an aerosol efficiency of 20% or higher, but it is the most difficult and hazardous form of agent to produce.  Explosive devices usually have aerosol efficiencies of less than 0.1%, and liquid spray devices have intermediate efficiencies.  Aerosol efficiency, as used here, refers to the % of infectious organisms released into an inhalable aerosol of 1 to 5( in diameter.  The successful release of a biological aerosol is not trivial.  The Aum Shinrikyo of Japan was not successful in infecting anyone in their attempts to disperse biological organisms.


The following table shows key aerosol parameters that relate to biological warfare.  Particles of 1-3( deposit in the deep lung where they are 


[image: image1.wmf]Particle Settling Velocity & Deposition

Particle 

Diameter, 

m

Settling 

Velocity

Deposition

1

3

6

10

20

13 cm/hr

1 m/hr

4 m/hr

10 m/hr

43 m/hr

Deep lung

Deep lung

Upper 

resp

.

On ground

AEROSOL PHYSICS


most effective in causing disease.  Also, the small particles settle slowly and, therefore, stay air-born for a period of hours giving opportunity to infect many people over a wide area.  The larger particles settle much faster and thus are quickly removed as an inhallation hazard.  Further, large particles deposit in the upper-respiratory track where they are less likely to cause disease.  Release of biological agent at a low efficiency means that most of the infectious organisms are contained in large particles which fall to the ground close to the release point


Particles that deposit on surfaces do not generally pose a serious residual hazard for the following reasons.  First, it is the large particles that deposit in high levels close to the point of release.  Field tests have shown that these particles do not tend to re-aerosolize in the inhalable range where they would pose an inhallation hazard.  Second, the fine particles settle in low concentration over a wide area because of their low settling velocity.  After settling, they adhere strongly to the surfaces.  Consider how fine dust adheres to a windshield at 50 mph. Therefore, the fine particles tend to be re-aerosolized in very small numbers, and thus produce a minimal hazard.  Further, between the time of the biological attack and the onset of casualties, the agents on surfaces will undergo biological decay that would also reduce the residual hazard.  

Therefore, residual hazard is not likely to produce additional casualties.  However, physical protection would be warranted as a precaution in collecting evidence at the release site.  

The wide range in efficiency of aerosol release that terrorists of varying capability might achieve could impact emergency response in the following way.  A given target attacked with a highly concentrated, efficiently dispersed agent could produce infection in 90% of the target population.  If that same target were attacked by a dilute, inefficiently dispersed agent, only a small fraction such as 1% of the target population might be infected.  Thus, the scale of the biological attack cannot be directly equated to the number of people exposed; rather it is a combination of the target population and the efficiency of attack.  Since the efficiency of attack will in all likelihood be unknown, response should focus on the number and location of victims ascertained through epidemiological investigation.

Casualty Dynamics.  Victims of a biological aerosol attack will be exposed almost simultaneously.  As a result they will become ill within a compressed period of time.  Casualty curves for anthrax are shown in the following figure.  Following exposure, no 
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casualties would occur for at least 24 hours during the incubation period. Then, a few people would become ill with flu-like symptoms.  These would include exposed people that were immune depressed and those that received an exceptionally high agent dosage.  During day three the number of people becoming ill would increase dramatically, and a few of the infected would progress to the critically ill stage.  During day four, fatalities would begin to occur, and the number of critically ill would greatly increase.  Sometime during day 3 and 4 the media, the public, and the health care and emergency response community would become aware that a medical emergency was underway.  Then, the number of worried well seeking medical care would be a multiplier of 5-10 times the number ill seeking medical care.  These curves would remain essentially the same for any scale of attack because everyone would be exposed at the same time regardless of the scale of attack.  In the case of contagious diseases, additional surges of victims would occur unless steps were taken to contain the outbreak.


The curves shown here represent a high level of exposure.  Casualties resulting from a low-level release of anthrax spores over Sverdlovsk Russia presented over a more extended period.  For other agents, the set of curves would move to the left for diseases with a shorter incubation such as VEE or to the right for diseases with longer incubation periods such as smallpox.  The fatality curve would greatly diminish for non-lethal diseases, and the critically ill curve could extend further to the right.  


The dynamics with which casualties occur following a biological attack is a key driver of emergency response concepts.  Detection and identification of the disease is likely to occur during days 3 or 4.  By that time the numbers seeking medical care and the critically ill would be on a steep rise and would peak within one to two days.  Anything that could shorten the time to detection and identification would give more time to cope effectively with the rise in casualties.  But even under the best of circumstances with early detection, the rapid increase in casualties would imply the need for a local-based response system in order to keep pace with casualties resulting from a biological attack.


A second key factor driving the response is the number of casualties.  These curves are scaled for a large and efficient biological attack against a large population in a subway, a sports arena, or a metropolitan area.  This same attack, but with a dilute agent inefficiently disbursed, might produce 1,200 or less casualties.  The scale of a biological attack cannot be predicted.  A robust response strategy must be able to cope with a very wide range in numbers of casualties.

Summary, Biological Attack Variables. Variables associated with possible biological attacks include choice of the agent, method of dissemination, route of infection and selection of target and times.  From an emergency response perspective, these unknown and uncontrollable variables would all manifest in the presentation of sick and worried people that must be calmed, treated, given supportive care, and possibly handled as fatalities.  The unpredictable scale of biological attacks makes it possible that local medical capabilities would be overwhelmed.  The dynamics of casualty presentation necessitate rapid detection and identification, and very rapid response.


Coupled with these variables is the overall uncertainty of the biological threat.  We might think of biological terrorism as a potential peril that could become an immediate peril quickly, with little or no warning, and with devastating impact.  Faced with this possibility, two choices are evident:  1.  Prepare before the event.  or 2. Prepare after the event.  We do not know if a biological event of devastating proportions will ever occur, but that fact does not alter these two choices.  If we do choose to prepare to respond before the event, the low likelihood that such an event would occur in a given locality does have a practical impact on response strategy:  A response strategy needs to be both effective in coping with a wide range of biological attack variables (or it may fail) and practical with respect to cost, effort and simplicity (or it will not be implemented).  

Emergency Response Concepts.  To develop concepts for responding to a biological attack, a 60 member multi-disciplinary team of local, State and Federal emergency responders and managers, and technical experts analyzed five attack scenarios during a series of five workshops.  The sequence of scenarios was as follows:  an attack on a building with tularemia infecting 1,000 occupants; an attack on a sports arena with a mixture of SEB toxin and tularemia infecting 20,000 attendees; an attack on a subway with anthrax infecting over 100,000 riders; and an attack on a metropolitan area with VEE virus infecting over 1 million residents.  Finally an attack on a cattle feed lot with Rift Valley fever producing illness in both cattle and humans was analyzed.  The scenarios supported by tutorials on key aspects of biological warfare not only provided examples against which to develop response concepts, but also served to establish a common basis of understanding of the nature of the biological warfare.  

After presenting each scenario, the team was asked to identify the response activities that they would take and timelines when these activities would need to occur.  Response concepts resulting from the first two workshops were incomplete – approaches to deal with the large number of casualties had not been identified.  However, in the third workshop the team built on what was learned from the first two workshops and produced an integrated concept for dealing with a major biological incident.  The team also estimated the resource requirements to implement the concepts and then identified available resources to fulfill the requirements and shortfalls.  During the fourth workshop the response strategy from the third workshop was re-tested and strengthened, and the resource estimates were refined.  The process was repeated again in the fifth workshop by applying the response strategy to an agriculture target.

Response Strategy.  The key aspects of the resulting biological response strategy are the following.

1. Emergency response plans need to be integrated at local, State and Federal levels and in place before the event.  Reason:  Responding to a sizable biological attack will require additional resources from State, regional and Federal levels that can be most effectively utilized if they are integrated into the planing.  Given the complexities of responding to a biological incident, trying to determine rolls, missions and strategy during the event would likely fail.

2. Response to a biological attack needs to be locally based.  Reason:  Rapid response is necessary to keep pace with the casualties.  The local community is in a unique position to respond rapidly and to provide a framework for quickly absorbing and effectively utilizing outside aid.  

3. Response concepts need to prepare for a wide range of casualties.  Reason:  The scale of a biological attack cannot be predicted.  A terrorist biological warfare attack has the potential of infecting from several individuals to 10% or more of a locality's population.

4. The primary focus of the response needs be on care of casualties, worried well and those at risk.  Plans to expand local medical capabilities need to be in place with pre-established lines of communication.   Use of outside and non-traditional resources over a protracted duration needs to be anticipated.  Reason:  Coping with the large number of casualties and worried well is the most difficult aspect of biological response planning and, therefore, requires special attention. 

BW Response Template.  In fulfilling these aspects of the response strategy, the team grouped response activities to provide structure and organization to the response concept.  The resulting integrated response strategy is depicted as the BW Response Template in the following diagram.  Key decisions that health and local officials would need to make during an emergency response are also indicated.  
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Continuous surveillance is an ongoing activity to monitor available information such as emergency room visits and ambulance runs for unusual levels of activity.  These non-specific indicators can draw attention sooner, rather than later, that an unusual health event is occurring.  The CDC now has grants to States and localities to develop and to test approaches for continuous surveillance.  Such surveillance would assist in the early detection of both natural and terrorist spread disease.

Should continuous surveillance give indication of an unusual occurrence, surveillance would be immediately expanded by actively polling emergency rooms, clinics, doctors’ offices, veterinarians and others to better define the extent and nature of the medical situation.  If expanded surveillance gave indication that a major or unusual health event was occurring, then medical diagnosis and epidemiological investigations 

would be implemented to determine the cause and to identify the population at risk.  Criminal investigation would be started at that time to help determine if the disease outbreak was the result of malicious intent.  Epidemiological and criminal investigations could usefully share information, as both investigations would be striving to identify the nature and site of the attack by interviewing casualties.  Epidemiologists seek information to better define the population at risk, and criminal investigators need the same information in order to know where to look for evidence.  


During the course of these investigations the number of ill and critically ill would be building.  There would be enormous pressure on local officials to make decisions regarding prophylaxis, treatment, isolation and appropriate emergency response.  It is likely that these decisions would be made on a presumptive basis within 12 to 24 hours after expanded surveillance indicated that a major public health event was occurring.  Efforts to confirm medical diagnosis, refine the estimate of population at risk, and expand criminal investigation would continue, and the ongoing emergency response would be altered as needed based on the new findings.


The lower nine elements of the response template address the emergency response activities.  Hazard assessment, mitigation and control would address residual hazard at the site of release and include control of contaminated food and vectors should these be applicable to the situation.  Prophylaxis, immunization and care of casualties form the core elements of the response template.  These elements must deal with the large numbers of both victims and worried well.  It is through these elements that existing local medical capabilities would be expanded to form a system into which outside and non-traditional resources could be absorbed and utilized.  To this end, the team developed the concept of a modular emergency medical system.  The key components of this system are shown below.

Neighborhood emergency help centers or points of distribution would be established to provide prophylaxis, immunization, and information to those seeking medical aid.  The centers would also triage incoming patients to separate the critical ill for transportation to other facilities.  One concept is to expand existing clinics with volunteers and administrative staff to allow for a throughput of 1,000 patients per day or greater.  Alternately, the centers could be established in other temporary facilities such as hotels.  Acute care centers, which could satellite off of area hospitals would provide treatment and supportive care for the critically ill that exceed hospital capacity.  These would depend on a skeleton staff of local physicians and nurses augmented with volunteers and outside State, regional and Federal medical personnel.  

A complementary approach is to allow the critically ill to stay at home.  Medications would be provided at the home, and family members, volunteers and outside medical personnel would provide supportive care.  Community outreach would be necessary in most cases because some victims would not be able to access a neighborhood help center or other assistance.  Recent analysis of attacks with a contagious disease organisms indicated an advantage if the ill are kept at home for purposes of isolation.  Taken together, these three components offer flexibility in dealing
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with large numbers of casualties resulting from a biological emergency.   However, they would only be effective if the local health care community would work together as an integrated system under centralized command and control during such an emergency.  

Control of the affected area and population would involve both public information and security at health-care facilities and other vital installations.  These activities are directed at calming the public and obtaining public support and compliance with the response measures as well as maintaining order and calm at health facilities.  Resource and logistic support would focus on receiving and employing outside aid to include both medical supplies and personnel.  Receiving and credentialling points would be needed for incoming medical personnel and volunteers.  Logistic supply centers would be needed to receive, divide and distribute supplies.  

Continuity of infrastructure may require public utilities and other critical services to implement their emergency operation plans if their staffs are reduced as a result of the attack.  Distribution of prophylaxis to key utility workers could be required depending on the circumstances.  Fatality management involves plans to augment the staff at local morgues to increase the processing rate and to use refrigerated facilities or vehicles as temporary fatality storage sites pending final disposition.  Family support services are needed to provide information and assistance to the families of emergency responders during the incident as well as to deal with the longer-term psychological impact of the incident.

Command and control at the local, State and Federal levels is needed to tie all elements of the response together.  Local command and control would focus on coordinating the emergency response.  State and Federal command and control would focus on supplying outside support.  Although a biological terrorist attack would result in a catastrophic medical emergency, and the medical community is paramount in deciding on the nature of the disease and treatment regimes, it will fall on the emergency managers to make the various response elements work together and to call for and integrate outside resources.  Effective response to a biological incident would only occur when these two communities work together in an integrated fashion.  This integration would need to be pre-planned before the event and lines of communication would need to be pre-established.

Conclusions.  It appears that effective response to a biological incident would be possible through pre-planning and preparation.  Further, the cost of such preparation for a given locality appears modest since the main activities are planning and establishing lines of communication.  The addition of costly local infrastructure is not necessary.  The cost of continuous surveillance, the only ongoing element of the response template, appears modest since it involves the capturing and analysis of existing data.  At the Federal level, one of the main costs in preparing to respond to biological incidents is the need to stockpile antibiotics and vaccines.  The CDC is currently establishing a national pharmaceutical stockpile.


Preparations for a biological emergency would be applicable to any catastrophic medical emergency that could result from natural epidemics, earthquakes or hurricanes.  Thus, there is side benefit in preparing for biological incidents that would help the medical and emergency communities respond to other more likely medical incidents.  Further, emergency managers have noted that many of the elements of the BW response template would be applicable to many natural emergencies.  


Preparing to respond to a biological incident is not a simple task.  Emergency managers and health care officials are already faced with a wide array of emergencies with which they have to cope.  Taking the time and energy to plan for a low-probability biological event poses a difficult question in terms of priority.  To assist localities in implementing the response template, a computer program is being developed called the response assets management system (RAMS) that will provide the BW response template in a convenient computer-based form.  Equally important, it will assist emergency managers on a day-to-day basis with scheduling and timekeeping.  The automated format will also allow response templates to be stored for other types of more routine emergencies.  Thus, RAMS will provide the ability to automate local emergency response plans, which can then be shared as best practices between communities.  The approach has potential to not only help implement biological response planning, but also to improve emergency planning and response throughout the country. 


A final insight, it appears that the best response to a biological incident may reduce death, suffering and economic loss by approximately 50%.  This level of saving would be of enormous benefit and would seem to justify improving response preparations.  However, the remaining level of loss would still be enormous and totally unacceptable.  Thus, biological terrorism must be prevented.
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